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The CTL|SystemWare Spectrum Patrol In-Place-Monitoring-System 
(IPMS) off ers the ability to idenƟ fy internal and external radio frequency (RF) 
threats, while allowing for diff erenƟ aƟ on between authorized and unautho-
rized Personal Electronic Devices operaƟ ng on common cellular or Industri-
al, ScienƟ fi c, and Medical (ISM) radio frequencies.  The Spectrum Patrol is 
comprised of a collecƟ on of sensors at a single site, scalable to cover mulƟ -
ple sites with disƟ nct protected areas.  The Spectrum Patrol also allows users 
to complement its capabiliƟ es by incorporaƟ ng addiƟ onal CTL|SystemWare 
sensors.

CTL|SystemWare A Technical Security Company
Turnkey Products | Comprehensive Training | Customized Services

For more informaƟ on, contact:
CTL|SystemWare Sales(410) 579-1300swi-sales@sysware.com

7063 Columbia Gateway DriveSuite 110Columbia, MD 21046

Learn more about our capabiliƟ es:www.ctl-systemware.com



Turnkey Products
Comprehensive Training

Customized Services

CTL|SystemWare provides world class technical security soluƟ ons for 
the protecƟ on of government, corporate and private interests. Our services 
and soluƟ ons are uniquely designed to help our clients improve communi-
caƟ ons, protect intellectual property, secure the integrity of informaƟ on 
systems and networks, and increase effi  ciency and mission eff ecƟ veness.  
CTL|SystemWare provides individualized risk miƟ gaƟ on soluƟ ons for 
modern technical problems.

Central Monitoring System
Spectrum Patrol Sensor

Central Processing System

Web Browser Remote Monitoring

Spectrum Patrol Sensor

Spectrum Patrol Sensor

Wireless CollecƟ on and Analysis:
• Wi-Fi Mac Address
• Bluetooth Mac Address
• SSID DetecƟ on
• Signal Strength
• Hardware Manufacturer
• Wi-Fi Protocol DetecƟ on
• ZigBee Node Addresses
• Packet IdenƟ fi caƟ on and Analysis
• Mac Address RegistraƟ on
• Authorized vs. Unauthorized List

SoŌ ware FuncƟ ons
• Threat LocalizaƟ on
• Sweep RF Spectrum with User-Defi ned  
 Frequency Parameters 
• Real-Time Signal Analysis
• Frequency (Channel) Scan
• MulƟ ple Visual RepresentaƟ ons of the  
 RF Spectrum
• 2D Display, Waterfall Display, and  
 Display Zooming Feature
• Signal of Interest Frequency List
• One-BuƩ on or AutomaƟ c Audio   
 Recording
• Classifi caƟ on of Common Digital and  
 Analog Signals
• Video RecreaƟ on (NTSC/PAL)
• Post CollecƟ on Data Analysis Tools
• Colored Raster
• Consolidated Exceedance List

Spectrum Patrol provides low-level processing, localizaƟ on through sensor saturaƟ on, 
and the ploƫ  ng of esƟ mated emiƩ er locaƟ ons via a 3-D display of the protected area on 
a Central Monitoring System (CMS).  Individual sensors collect, plot and save spectral RF 
data to networked, internal, or external storage.  The sensors compare live data to a dy-
namic reference fi le combined with signal source localizaƟ on to determine alarms.  Once 
a sensor detects an alarm condiƟ on, an on-site Central Processing System (CPS) takes 
readings from all sensors, detecƟ ng the potenƟ al threat signal.  The locaƟ on data, uƟ liz-
ing GPS if available, of the sensor and signal strength at each point are fed to a localiza-
Ɵ on algorithm which esƟ mates the area locaƟ on of the transmission source and plots it 
on a 3D facility display.  Once a threat is localized, the nearest sensor provides basic in-
teracƟ ve analysis for signal classifi caƟ on, operator examinaƟ on, and threat determina-
Ɵ on. 

The Central Monitoring System displays the 
Spectrum Patrol SoŌ ware, and features the 
ability to operate in a mulƟ -display setup 
showing simultaneous results of Spectrum 

Patrol’s mulƟ ple capabiliƟ es.


